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SECURITY :LASSIIPdA,) P111 A11k~ti~ ~tE
ýcollected f rom two:SHORAD battalions, were used in the 'human factors
engineering (HFE) judgments on information needs, priority, and timeliness.
A procedural event analysis was, used'to dAetermine ýthe, opportunity to ýuse
t))e infonmation.

he human factors engineering judgmnents led to a listing of tour
.4 t,,nral categories of information elemente. The categories and proposed

mi nimal SHORAD information requirements are (1) mission order: weapons
control status, state of alert, primary target Ilne (PTL) and sector of
fire, communi cat ions-e lectronics operation 'instructions (CE01), petroleumi,
oils, -and lubricants (POL) and ammunition supply points, threat, defeiided
adq~et, unit supported and friendly element locations; (2) air defense
warning; (3) early warning. air track data: position, identification,
heaiding, ýand raid size; and (4) engagement air track data: highest

'Right profile. Some of these elements require other data-to base-a

-.iion or a prception. For example, positive idetiz-ification of air track
hoiL-iiLe-acts crite~ria. .01"I, e-p - OrAy'N /C/~IAc/L 'cs

The limitations of the approach are discussed. The advantages.., and
li.,,,dvantages of opinion si~rveys, as well, as Information theory, sig-nal
ltkr.~ocion theory, and mental. workload methodology, have beeen discus~ed in
r*v?.ittofl to verifying the information requirements. The research,/Approach
tkl-n by the Air beftciist: Teaini is iindicated asi ati alternate verification
itp i)roach who re by I n fo rma t ic) req u iremenant s w t 1, 1 e a by-product of
part'-task" ntmd tr.ugraLed oioldtec-machine intertace t dudioare.
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ANINFO TO -ANALYSIS OF~ THE SHORT-RANGE AIR~ DEYFENSE FIRtE UNIT

IN~TRODUCTION

A major concern of the soldier-machine interface (SMIl) is the
information processing capabilities of the individual. In other words, how
well can information be sensed, gathered, organized, understood, acted
upon, and subseq'ient decisions be made and executed. In the face of
technologically sophisticated systems, the equipment operator is forced to
process more information at increased rates compared to earlier systems.
On the modern battlefield as weapon systems become more advanced and
mission capabilities increase, the potential peak human information
processing requirements may sur~ass the capabilities of the soldier. The
information processing demands can be decreased by automating prcviously
performed manual tasks and by carefully considering human factors.

OBJECTIVE

This report addresses the information needs of the short-range air
defense (SHORAD) fire unit. Its objective is to propose a framework for a
minimal list of information requirements bcsed on (1) information
availability and, the opportunity to us~e it, (2) information priority, (3)
timeliness (rate of recurrence)$ and (4) the capability of the SHORAD
soldier to use the information*

Ttwe Madrt Forward Ace% Air Uefenrie (OWAAD) activity Maa reognized the
probltf#e ofProvidIing the carret Iftorin0i ion to the solder andreusd

tho *KLotw ofthe US. Arfay Ui&mao E~gae~rta& Labora~toy (US-AM~) imn
4dwsa its

Th4 W~orrautoo roqitw o of 4hort-rwtg air Wootio~ commn n
c~ontrol (SHOW) 0) &~rv arae thn4a~i~odin

tequ' tk~~ irad of Ito atyetom aod it~i~otv Thoo-e

twd umdi.d by the potaiblo 4proah oti the ro

otoof th# ftrgt qjiecti o~f 4ttock; the- toq ird*nt for poit
idftlit~ to it to qoggoe it; ftlto Itagoi fo 04W wat

46 i re'Oaf4o h 1upta44%docn-a ctt



One -approach-to eliminate potential overload problems relies on the
promise that the information requirements of the soldier should be kept to
the minimum necessary to effectively support his mission. It is poor
practilee to design a system to present the soldier with all available
inlormation, It is challenging to design the system and its oper~ation
tased on information needs and timeliness, and the soldier's desires,
capabilities, and limitations (i.e., an approach based on users' I'needs-
and characteristics rather- than on hardware capabilities).

Generalized human performance consequences during information overload
include:. the increase of errors, the increase i.- time as a result of
filtering ulie information, and the use of some queueing strategy. In the

* case of c-rrors and increas~ed time, performance may be degraded below
acceptable limits. The filtering of information will compete with other
ý:equirements of information processing like decision making. The queueing
of information will also require mental processing. and may place.
information in an inappropriate locat ion in the queue.

There is a sizable subdiscipline of human factors which is concerned
with the study of measuring mental workload and ways to predict what the
workload level will be under various circumstances (Moray, 1979; Ogden,
Levine,& Eisner, 1979; Williges &.Wierville,, 1979). Once measurement tech-
niques are successful1.y~developed for an apilication (which can be a diffi-
cult and time-consumuing effort), two questions about predicting workload
arise; (1) Can the operator adequately perform the taak under various
conditions, including extreme environmental stress-or system operation? or
-(2) Can addition~al requirements be placed on the operator without nega-
tively affecting overall p-ý'rformance, i.e., what spare capacity is
avail-able? As such, a mental workload approach is most suitable af ter
system design to test and evaluate the capability to use information, This
technique is not used typically to address information requiretments.

Infrmation requirements are at,ý often addressed completely. one
inudirect Appro-aeh to to rely 01- a f~orough definition of the task along.
with an walyst's udgoent* A task analyaia and an oerat oal sequence
diagr~a; ara ttwifl tool* tar &-fining. theo taik, Seldom are inf-ormation

* rqincnt seifiad soparotely ftem a spcfio. sysren, "visfn, which
W-t_%it 4tfficokt to take results from won areai of Cho catAiiad arms andý,

ThW 14& of 40 irtA16119e-d Wth~$odao for Addtootifg 04 ie tiforfit
cwts o th iob4t **do a difiltulry: o* rlnodd 4-oifig this Wa frt

dod t~qatirid that a ewthodology IN derth a~ a thl
;Aprq~ith used at% ootrd mthoquo Uhith dandat too cfotitwd %wIthout a

to 4 *y~uhtatic anr W.4 -0Qnhatt jadg-monr. Thcr twhd'~ogy it de-Plted

d&Vt16Pd U_ 4 ra t-utk for LInfor*Wtti otloor"1 of the SN'MAD Unit '*SLOP
1. Figa~re 1). (See Appaftix A. for Cho Wcjrtý dd opeent.)
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From the taxonomy, the methodology followed two branches, One branch
used the taxonomy to survey a sample &f SHORAD fire unit personnel to
determine information iequested to complete their mission successfully
(Step 2). These survey results also provided an indication of the priority

V and timeliness of the information, (Step 3). The second branch wa& to
consider the information which could be available to the soldier during an
engagement (Step 4). Some information is clearly not of concern at the
"fire unit, and some information 'is not available or not completely
reliable. The output from this human factors engineering (HFE) analysis
wau c±,zed in a comparison with the fire unit's "opportunity" to use the
information (Step 5b) based on a procedural event analysis (Step 5a). A
STINGER team was used as an example fire unit in this and all other

N., portions of the methodology requiriog a specific-syster or crew.

Another element was used in the met.hodology. The STINGER team's
"capability" Lo use the information (Step 6b), which is the most
speculative aspect of this methodology, was utsed in the riFE judg'Aent to
address the information needs. The applicability of information theory was
addressed regarding human information processing capabilities (Step 6a).
The results of the information survey, the STINGER team's "opportunity" to.
use the information, and the estimation of the STINGER team's "capability"
to use the information were compared to.make recommandations (Step 7).

This methodology has--the following constraints: "1. fire uait
V- •. '.information requireme'ts arc not static but dynavaic, i.e., they have.
V .--wittple dependencies (e.g., scenario, mission, weapon, crew,-weather,

etc.), 2) information timeliness is limited to 4 generalized case because
ot Fadtiple faettors, 3) priority id addressied itt a sonctal Ci4c, 4nd 4) the
capabiLity to use the informatiP4 is dependent on the Vadividual and

r dtffereaces between individuals. The recommendationts on informtio• needs
r ~ , shoold- be considered with Xthae outinraints in mind.

IONtNATIO AtM~LYIS-

The intuutAtton tAxnoy v -... d a p-rt a th* ba* for. dev-lopi-.ro.
CA A . t-RA1- trop *sq-,uY.-A .. r.. y of $. AD - p-Atoons* VA% i-tdue- d at Vt.
liotd, fX in Jtolo t1481 Pltotons hitof thd 1skt Gat4try Uliwisletaod -Iti

for W~or*s-tioa 4nd doisignt tcscats- fet-7 the C2eewina SBy@Roth &
44~ Three uvtsioag of a stictai i0*r qew~lia" isasa4

-I i@ ttj~s£u Ithe 5iIQRAD t for e~zethe~ t EMC( 04 Cth

M074fd the! Aft theeite4 1-41eaKNt)"ekqc Viant tot $lkW"-0C 1 C iantartkl
k g,4tkint apr) Vukeimi, R.tdiry, 'god, CaiaartAl P1,taot*e ffn",~ 11aeh diyision.

~wla~d atiro 441Ct ýVrsitoono v*tb4tetnai#( Aveni~f 5-) . wt4e
- fov~td.tai akni~radar (yAM9) PlAtodon, ~floe fram each dlitisont
cwsoe PAMAR vtrsiurn, A#Wd ~%tufiel!t the0 ADA ba4ttlib tacttitai

i4'



operations center (TOG) completed a battalion (bn) version. Table I gives
details on thw respondents' characterisLics. The samupling technique did
not stratify on the basis of experience. A wide range of SKORAD experience
was represented, from the new recruit to the career noncommissioned
officer. As such, the survey is a sample of the user population, not a
sample of "experts." A 'ull report of the survey will be available
oubsequont to the release of this report.

Two questions directly pertain to the information analysis being
described in this reporto The fire unit version of the questionnaire is
reproduced in Appendix B. question 9 is a check list asking for the fire
unit platoon personnel to check any of the listed items of information
which must be known to complete the combat mission and to place a question
mark by any item which was not understood. Question 10 asked the

respondents to setect and rank order the five most important items fr.om the
list in 9 and to indicate how often the information would be used.

The responses to question 9 tended to indicate that most of the listed
information items were felt to be impoz.rnn, There were no frequencieslower than 47 percet$t (i.e., 42/90) for the individoal information items.

The lowest frequency was assoctated with the item of firing docgrine.
(Twelve percent of the respondents indicated that they 4id not understand
what this item meant.) Thirty-two of- the thirty-seven items in question 9
were considered to be necessary information by 66 percent or more of the
respondents (Table 2), suggesting that a majority of the respondents
destred as much information, a.9 possible. The results on• desired naeds,
priorities, and timdiness are sua.urized W the folo4ing sections.

pYriority of Information I1tems

The rankingg of the group responses can be consvidered oresuttt
to A getweC-4 priority sirmenv for thw pqrpoSe -of Step 3 to Figure I. The
ftre unit rankings of the itemas Wi questi~f% 9 4appea-ý io Tabla Z. 1Io
que-oton W,. wdpofldantA wore woked to a-elect the five test impoct4ant
Info-rma-tion coap. (from thq#A IstIetd in quesgtion 9) anid to r44k order 04141n

in i raneeq he etny resul4to (coa- thist question twvre eoqvtwned. a* a
wtrtttqd ppa,' The f~irst Chro-Ut; fifth rAnIntgs for eaCh I riaio is

WI*ttIMdd a&0 OUa 4 '.4th A Weighttin Of S giVert to the nt#K (spOttant
Sto 04t setond, dte.. These wtnlhted 4uin %&r' ran'k orddered for tht

Stofor*Artt" irte in w astioo. 40 ( t4410 fl dod Cctcp-Artd favorably to rteo
t~l*of hatiq aose o questto %c (Tý10 t ), Of i ruo t tour

* i~wti5~ n* difro-nce int Or4ertng boteurred 04rne therv *qqoesioiie. A
SpertitsRho Corrslarlaa bermnWOnt the rankt in qattstioil 9 and 10 (tahlo
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TABLE 2

R.nked Frequencies of Information Items

Ranked Vrequancies of Ranked Frequencies of
Information Items in Question 9., Information Items in Question 10.

Weighted
Rank Information Item Frequencya Rank Information Item frequency Sumb

1.5 Weapons control status 1 WCS 154
1 (WCS) 89 2 Target position 152
1.5 Target position 89 3 Target identification 123
3.5 Target identification 88 4 Air defense warning 121
3.5 Air defense warning 88 5 MOPP status 73

5 Sector of fire 87 6 Target heading 55
6.5 Target heading 85 7 IFF/SIF 50
6.5 Hesttle criteria 85 8.5 PTL 45
8.5 ýTarget type 84 8.5 State of alert 45
8.5 Number of rounds 84 10.5 Number of rounds 42
10 Identification friend 10.5 Movement order 42

or foe (IFF)/Selective 12 Ammunition supply point 37
identification feature. 13 NBC report 1-5 33
(SIF) 83 14 Hostile criteria 32

11 Raid size 82 16 Sector of fire 31
12.5 -Primary target line (PTL) 81 16 Raid size 3)
12.5 State of alert 8.1 16 CEOI 11
14 Ammunition Supply Point 80 18.5 Enemy activity 3U

16.5 Movement order,77 18.5 Target type 30
16.5 Engagement priority 77 Ze Target speed 24
18 Mission-oriented 21.5 Map data 13

protection posture (mOPp) 21.5 POL resupply 13
status 76 24 Engagement Priority 12

19 Nuclear, biological, 24 ROEC 12
: chemical report 1-5 75 24 Weapon map location 12

21 Rules of engagement (ROE) 72 26 Track designator 11
21 Defended asset 72 27 Warning report !1'
21 Weapons engagement zone 72 28 Defended assets 9

23.5 Eitemy activity 71 29.5 Kill acsessmant 7
Target speed 71 29.5 Highest priority target 7

25 Warning report 69 31 Priority of asets
26.5 Communications- 32.5 Area of operation

electronics operation 32.5 Air corridors
instructions (CEO!) 68 34.5 battle lines

26.5 Petroleum, oils, and 34. Ecm
lubricants.resupply 68 36 WeapoA* e| semant zone I

28 Area of operation 66 .7 Fire doctrine 0
29 Priority of assets 64

H30 ighest priority target 63
31 Battle lines 61
32 Weapon map location 60
33 Track designator 54

34.5 Kill assessment 48
34.5 Electronic

countermeasures (ECH) 48
36 ýir corridors 46
37 Firing doctrine 42

eThere was s possible frequency of 90 respondents.
bTbere was a possible weighted qrequency sum of 450 (occurring itf 4A1

90 rispondents rzo the same ittA ac mtot -a'prtnO,
c the rules-o!-engagement item wase included :n addition to Veason.

control status, state of alert, and hostile criteria to rapreoeev tho
collection of factors it aske* up.

9V
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The targe.t data which' the SILOBAD C2 automated system proposes to
process, transmit•, .ad display, f or alerting and cueing, were hypothesized
(during the develoý,mant of the USAHEL fire 11. Lt inf ormation list in Table
AA) to sult in the otdler of impo•r-ance in Tibla 3. The actual priority

-.- .ranking ;taAt. $ in dab le A hgrans foer ,wth e hyp othesized order
* follw

.-.Position was.qconsedered to be the most important because it
indicates the presence of a track and some idea of how soon it should or
could be engaged. Identification was considered to be second in importance
because it further indicates whether the aircraft should be efgsged. It is
not:of first importance becuse of the diffirulty of determining the
posit~ive 'identification; many targets will be of an 'unknown :idenviAficstion.
Heading and speed...were reasoned to be -of third :importance since they
indicate -the engageability of the 'target and further refine how soon it
could be -engaged..'Aircraft classification information. was next in
importance since. it -provides gaidanvie on how the target is to be engaged

*and the time a track may be in an engagement envelope. It provides some
redundancy regarding speed and identification. Raid size will affect the
engagement proceis,,. e.g., in a STINGER team a notification. of multiple
targets would indicate that both, team members should shoulder a weapon,
-Jamming, special track, and identification-conflict indicztor are special

31 cases of information which could tmpac: the engagement process..

"r Resulting data on information items -pertaining to the air track
information set nearly fell th the same raak ordering as the hypotherized

'1 ordering (Tables 3 and 4)# Two exceptions were the 6th and 8th rankings
for the items of engagement prio'rity and track designator. Although these
items were not ranked in the hypoth•suied list, their rank position is
logicAl. nother difference was that target speed was combied with tar~et
heading into one item of targlet velocity for the. prior hypothesized
ordering. The resultant ordering from questlon 10 for track 4attA itema
correopoids quite -%X11.

informa-tion TImflthocs (Rate of Keewrroocus

A# a se&,ond p-Art to quoctioA 10X the rimeponleoto werc askad to
itdtc-Ate hew ofteun they would uethe .5 aýoat ipratino to
elookenuaf The eataUorltie vttrtnco!uu~yner fews ecotie*

f@w Vinutki Oecaakion~ilyadtvatt few hourg, acid
tneqotl- ryfew dayco~ ves tobt 5 Ot-Oe the rW- v tt@(p~etahi's of

b~l-W y thr- Orskft~d ltiateraera r~e h# Priority aluer§
thttwoe.0fir icnec twho# A nw'etlitkw GtCL Provide fVLCaAP or

"4! LbS huea ~tory ut4ziaoltiag itiditent."
tt
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TABLE 3

Hypothesized Order of IUportaace of Target Items

1 Position (azimuth, elevation, range)
2 Identification
3 Heading and speed (speed vector)

"1i 4 Aircrft classificaton (i.e., viag typa)
5 Raid size
6 Jaming
7 Special track
8 ideniflcstior-conflitt 'ndicator

TAMbU 4

r T•.get Daa Prtortity List

I,

Ratk Tarpt Uta Frequency Rank

:4 ~Target posLtton8
Target tdeo&*$icattoQ 80 ,

3 Thjje M~4n~ 5 0.3
4 Targt type (*claoO 8 0

S ~RAid #Ito O
tng~c orto~riody 77

Tnek d4asigoottt 54 3
9 Jaui48 it's4



TABLE 5

"'Desired Timeliness of the Highest Priority Information

- 1 .Rank from Ianformation Frequency& " Timeliness
Table 2 Item Seconds Minutes Hours Days/Weeks

I WaS 43 1l0 11 ~ 18 0
2 Target position !40 23 - -12 2-
3 Target identification 35 18 1 Al 1 1
4 Air defense warning, 35 9 8 .13 -0
5 MOPP btatus. 24 5 . -1-5 12 1

6 Target !qad-,gg 18 14 - 4 0 0
7 1YFFIP- 18 1il .3 0 2

8.5 -PTL 12 :6 -2 4 0
8.5 State of alert- 15: 4 5 4 1

10.5 Number of rouads 15 2 7 4- : :
10.5 Kovement order 14 3 0 5 3
12 Anmrunition Supply Point 18 2 1 7 5
13 NBC report l-5 12 1 3 6 0
"14 Hlostile criteria 14 4 4 3 1
16 Sector of fire 10 4 0 4 0
16 Raid size 13 8 2 1 0
16 CEOI !2 1 3 3 2

A qs Tn.-srattsn!. : . 16 ~ G -____

UKS $im~cti'dty13 _2 - *
lo. Target speed 12 7 3 2 0

Xl.5 )pdata: 5 0 221
216' pot, reaupt.IY 0 0 3 2
-24. Ensigement priority 5 2 2, 0 0

24 --•Rules of cgfle-ment 4 1 1 0 0
. Weapon capt l4• o. 4 0 2 1 0

-4o Trackt Meigmtor 43 000
* Zi ~Wacning vept.ý;tA - 2110

0 Oaoartd4di 4a44ta. 4 1 2 0
ý15 Kill *si*#A5Mtpt 2 1 0 1 0

,14, ;iiohosc prorit-y target 32 1 4) 4
p-W rr(tLty OfC Avlete a 0

C! A Anes C~tl on 3 4 1 1 0
Air juOrridcrv 0

S4L bs;Olie s 1104% 1 0
34J5 :04 0 4)0 1
-36 -vtbrone 004gdsOt xtone 1 0 00
'11 vtriftt doc-rtnt 0 0 0 0 0

Thc o o nti t itaot thkvit~ k ttw VAR wo AtOtt * -vo0@of tho. top 5 0 " an of3.
~v4s



*, Engagement Information Available

To fulfill Step 4 in the methodology, the information taxonomy in
Table 9A was reviewed for information which was relevant to the engagement
situation and which would be available in the Manual SHOAD Control System
(MSCS). This stage of the analysis was generally a reductionist approach,
considering the information specified in the taxonomy and determining which
wquld directly affect the engagement situation. (It was assumed that
information available in the MSCS would be available under any improved
system. Additional information may be available, but it was not L midered
during this stage of the analysis.) The engagement information conoidered
to be available and its source are given in Table 6. The sources include
the division air defense early warning (DADEW) net, visual detection/
observation, identificacion friend or foe (IFF), hostile acts. command
(comd) net, standard operating procedures (SOPs), system indication, and
proprioception.

The taxonomy from Table 9A, from which the information in Table 6
'was based,is primarily foufided on communications to and from the fire unit.
The absence of detailed and system specific weapon information !s apparent,
e.g., minimal information is presented on IFF, weapon radar rangt data, or
iafrared (IR) tone, (The absence of the information indicates av incom-1
pletenes. of the taxogomy in its present form.) Information which ib avail-s
able at the fire unit -nd 6 fc~wern can be determined by considering a.

generalized sequence of engagement pmocadures required by a weapon system.

STINGER Procedural Event List

To conduct a more detailed analysis of information needs, the STINGER

team was chosen as the fire unit for discussion purposes, Two generalized
event Itstp are given for STINGER operation (Step 5a, Vigure 1). The order
of events is generalized because of the relAtive nature of event
occurrences. Wot all events will always occur nor would they necessarily
occur in the "relative," chronological order which is listed. Table 7
iats the events from when a mission is received until a potential

eoeageum-t situatioo exists. Table 8 lists the decisions Oad actiots Which
the- $TtNWE team makes once the eagagement situation begIns. Similar
actiao ev wer." used to the STWER humao factors ongintering t tict!

tkaalysis during the systoola &vevopwenL (Ganaral flytkdie.6 1973),

Opportunity to U60

Tho ntaln~nso tho aog~g _kent protd-oro veto
dvtom_14od b the geotilltd evoot Ist in Table S. Th-0

Wortý4aat itovs ~tot 'to (Fiigrd 1) Vidre tkdmtertind to Wthdoo 11t04e
to Tablt 9. Of Otits Wftr"atton Itot" thoo fitot tvaro ~plogo %AY havv tho

en~s ~t~~ilfor protooting. problefft to the fire Uoic. The fitstt
go-40ra1 taero'ry 1444 rrany difiortnt WnOM-Atloo ittcut. The air travck dota
~aay avvtwhela the team by either the juaotity of informaitioa in a L9
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' ABLE. 6

Engagement information Available

Engagement Information Available HSCS Source'

• Air track report
4Position - Early warning (EW) net, visual

detection

I~dentification EW net, IFF, visual detection,
hostile act

Heading EW net, visual observation
4Wing. type -EW net, visual observation

"4-Raid size EW n•t'visual observation
Speed EW net, visual observation

Weapons control order
Weapons ontrol _s-t. Command (Wod)_ not
State of alert Comd net

Air dAfense warning Coxd net
Primary target line Comd net
Sector of fire Coed- etw

ules of engagew-at Standard operating procedurew
(SOPS), com-) (et

H06'tlle Criteria SOPS, COMOd (kit
Weapon orientation System indiczttor, visual

ober vt tnpropriocept ion
RufsrenainingViiuQbevt4

Battlefield ;OcMetry (Cost tet)
Division boundaries
Air eotridnrs, @nAa,ý tie,

Warning roport Coed W L

ha~ary y tt.t berIt ttttd Cd C ir
vOAC intt s OwMSC-1

-S.

*4
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TABU.. 7

Event List of STNGEU Team Procedures

* TTraining
Basic

-AIT

Unit
MFis, TIk, TCs, Crew •r•lls

SOPs
Past experience

Warning order
What the mission wili be
When it Is to take place

*Where It will take place
4 . 1What initial preparation to make

When the detailed plan to expected

Accompany the section leader on recoonaissaace

Rece•va mission
Mission order (FMt 44-18)

Situation
Information on threat and friendly forces
Mission and intended xctlona at 'wxt

higher echelon &ad other nearby ADA unite
~~~~~~~~ . . .... . . . uni ft. t6-• • ,.i -o do

__ -- . - Wt lflo ... -~iU o 4 - --

* Tactical plan to aCCeepli.b the mission
Tasks for eeeai Ladtvidgal

Service sun¶'or k-plane for

"R"1(pply
CnUalty evacuatica

to vhiatootsaptoa

S - ... . . I] 11 . . . . .* A

-. Athr Otat a a

tt-eof attrgtofW4 sa Mtbhelad

T'-1t Cqt rstcorr

cellsig "ad hfnqVileI"cy

(CoatIatW



TABLE 7 (CONTINUED)

Event List of STINGER Team Procedures

Movement

Request a change in position or in other orders •asneeded

Occupation of position
(Conceal, camouflage, fortify-ongoing)

Re-establish communications, if necessary

Ready system for actio".

Unload system. If necessary

Assembly$ if necessary

Wevapoas ciheckis (minimum)
Bafttey coa nt kunit (50U)

Safty ndactivat~or, uncage and tig.
IR window and blowout disk
Humaidity indicator

ýAcquisittion indicator
I aceptaclo

1~'~tora~aorcatlao i&W anteatorn

n4Ate '~r atyf actioa, ti- sction V-'-

Rod.for

1~6



TABLE 8

Decisions and Actions of the STINGER Team During a Potential
Engagement Situation

(PH 44-18, FM 44-18-1, TH 9-1425-429-12)

If displayed or voice-told track data are received as early warning
or alerting information, then what is the track's position,
'identification, heading, wing type, raid size, target speed, etc.? Iq
it likely to intersect the area of responsibility? Is it likely to be
an engagqable target?

If the weapon is not already shouldered, should it be?

If the weapon is not readied, then
oonfirm the BCU is seated properly,
unfold the IFF anteana,
remove the front cover,
raise the sight,
and attach the IFF cable.

From which direction and when will the target unmask (ite.,
first possibility of visual itthe of sight)?

If an object is a valid aircraft target, then begin the engagement

Point We4po" and center target in retile, Continue tracidin

Actuate the IFF interrogation.

What to t IF! reply?

it ý.d the v

Vaitthat Vitt& typ of the icat

4a Al1cft "1thiftt-i p r NVe a tit--m rulte for 10to
~ -9£n; W 4 ne4t~frjt~1i~

g; pr641r itd er? rcft wre vithio the4 %~*a a.e t%
N ~isa ac ttetd). hoatille iLa if icatiO4 wade, 44d IR acquivition lck-ou,

Nb~t~d

J



TABLE 8 (CONTINUED)

Decisions and Actions of the STINGER Team During a Potential
Engagement Situation

(FH 44-18, FM 44-18-1, TH 9-1425-429-12)

"Should the target be engaged?,

4, If not, should others be alerted by radio communication?

"*1 Should the weapon be activated? (45-second life of BCJ witti I
activation per).

If so, operate the safety and actuator (3-5 seconds of weapon warm-up).

Has a distinct lR acquisition tone been achieved?

iUncage IR seeker.

Test for seeker lock-on.

Has seeker lock-on been achieved (uncaging)?

For superelevation lead, should the aircraft be plated in the lefto,

ltsert superelevatioo and lead anle.

I Utscrlmlnate the iatreogth of the lM acqu~isiion toms.

Lrtng, IHAve- all roquiro'etowt boen mucetono. suoth trac k, 44 within

hold brvath,

Atzario the f two tctgivr.

Cotttlau4 tra.&ktn through ALisollo ldkistch,

it oxh~uft ptubne Pdroutuos 014vt &soy f roe 0l4W.

Not

tW -U Vithin I sinut~u,

s4 hould the ton04t to 4An 4t'sr'tated 0"tttdnt

Should u.4:oa eapo# bea toadied?

Dhud pt&-0n r4'fts 'oo
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Information Items Used During, a STINGFA Engagement $.equenee

AiLr track data--Includes both early warning-and direct~ly .:,..7

1 .•.' .

Roles of engagement, includiag weapons control orders.,
hostile i-Ieria, sector of. re, pt.matcy tarttget; Una,
and/or battlefieldg eometary&+

.. ..

IFF procedures and interrogation m~ponse .
liPositive identification (based on IFF reply, v~sual

_ t~~dettiftcatioa, hastllects,, IN reportf, etc.). ..

:.Fl•igh profile (Zroaaing, tocoming, or ou!tgoiag)1. 
+•1.

Indor cation otem Usoed urin w ap STGE aciainga et$qec

observedin aiomaio

Lack-of engagemnt,4 including wteapngt otrlorhs

I --.- -. "' *-t-' 'lne

do4 AtiIi- *rio to0O~oo o f i~ a~ ý

uqcdov prd ocduresi aduItrroaio eeow

. 6 ... ti a.. at-.a..a



air track report or by the number of different air track reports. The
second category requires the team to rely on memory for several of the
procedural-related items, e.g., rules of engagement and airspace
restrictions. The items in this category are used in making an
identification determination and an engagement decision. Some of the
specific data for these items may go back quite some time in the historical
event line, e.g., the definition of weapons tight and the specification of
hostile acts are taught during advanced individual training (AIT) (Table
7). Also, the interrelationship between the rules of zngagement (ROE) and
other doctrinal aspects create a difficult decision-making situation.

Human Capabilities

Application of Information Theory

Information theory., derived from a mathematical communications
theory, has application for assessing human capabilities to use information
(Shannon & Weaver, 1949) (Step 6a, Figure .1). In applications to
psychological study, the human is viewed as an element In a communication
channel. Information is seen as a statistical quantity that describes how
much information is conveyed from source to receiver wheo a given message
or stimrius is delivered. Besiies rhis typical view of informatton in
iafor-Ration theory, two ocher levels are cocsidered, The iecond involves
the meaaing of the Iafortiott n whi is cranwmitced, The third level deals
with the effectiveneess of Informatioa or how it ia utilized once it has
been received 4ad0 niderstood. The Iixtot level is limitxd with the
successful transmissiin of the mossage or perceptio of stimuli, the econd
tith the successful "taerpretatioa of the owssage in stimul•. a4 the third

Tho theory of InfoarmatIon Amlso considers ~tannel :,4p4-4ity. The
capaweity ti a c*om~inIcatioo cba_,t isA co-noidertid to bjeý 0h# M4%ains

ps.00ra of a ro~isov Ut bhavior'Al applicotios,0 -the arwtator
iotorwec t !it the d=U4Eo a- inferutwciort WIthC the humA Can unjtQ~ fld*
!% ftor o qatti~ty chat I*~ twouqrjo 4iroctly hot~ i* ifortod A.@ A "animati
pa#*0lo r4ate. TNhe &izea Pondn Ott tthe trY tha e te4Itofte iU coded

1a cl soemcaat hls #nue 4critt thextt
44tebr a&4 c~ f4 codo* prosslble ithin a prso*@ttlotir mi4Ality (*.t~g

of tt ttfleaptent~at oa- 0r tA ma*Iitftn rare of 000f atrer
&aioe.w NO# Cott 4 VAr.i(A' IM). The.a. t c a4tpaty of . ivo
4stfig '04,"te cad-ev U4 tuivdlte't t'c t.1 bite (b~ina~ry Qkttit$ of

I i~44t onfl caactd ofI_ 4ti Qti@t1r~tiwdtu tenraty
tto fmAit k4"!y IV t-wf coqvaiiý't4pt art 944 tob~e 6taota of
the stltLA sonatv o ttitvalt (e&r;, voicies or races).
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Several attempts have been made to determine the upper limit of human
information processing. Van Cott and Warrick state that, "Unfortunately,
there iq no single; simple upper limit; rather, it varies from task to
task" (p. 29). For the response cystem, the2 limit appears to range frota-
about 3 to 9 bits per second. The upper rate for reading is about 43 bits
per second, which is the fastest of those liscec by Van Cott and Warrick.
In general, people have no fixed limit at the rate ac which information is
transmitted. Differences exist because of different stimulus-response
codes and different amounts of learning (Fitts & Posner),

A The difficulty in applying the itfornation theory concepts to the
engagement tasks of the SHORAD fire unit Is partially because the subtasks
have complex interactions. The expected probabilities of the individual
stimuli and responses are equally difficult to define. The technique has
SO• .pOLeaLtial merit, but it was considered insufficient'for this level oft
analysis to make the "cessary aisumptiona on event interactions and
probabilities.

Military Occupationud Specialty (bis) 16$ Skills and Qualifications

The qualificatio.ns of the ,6S NN0 are Indicated In Table 10.
These qualificac-tns are sinism combined requirto-nvs fot entry into che
16S N•OS series. Skill level for the. run aer (8OS code 16810) is level It
and for the toas cha f ( od N 16520) it ies a level 2,

The physical profile considers six- factors whkhich have been.
desi•nated PULUES. The factors are P--phyeical capacity-or statPra,
" M-pir n~trvamItt1a~ -t.=lIowa r axztri~it tos R--Wartg "at4' 4nr S--ejyn.
4f~d S--osvchtstric, Four numerical desi~fnationw arle used to refletr
dAýfejartt levelso of fuactior~a aait.A4sioto of I indicatts a
high levol of M-Jtcal fitaes-s aid a4 Z tndicate* that do tadividuol "-ate
cotry, stindard, but poaswcant#Ow to ddIeal, or- Physical cotiditaon wbich PAY

t~ocsot tirntsatqna.g LUavisiticafc 3 or' 4 is x'eagirvd hrt uor2 seviro-
l1mttt~tioa" and apftatal easeso. The t0_1 16S phystedv- profile for ftyaes

4#t~blish owa itsrcwtrc-sen ~ selection Of *PP~tc4At*t
for' t-4rctC%114fanet~ ty*t~& toll, apitd te a ucxno
to r ito ltovio t4rio.: vted kootlo4go, cod-tog -*te4, Arx'1thint1C,

&t~getit~too! k w.le4g>o, gpotc0 $xptr;Vrtoc, kf64tt4 htiiA,14

W41*6 a 4"41tfy1d tn a scrt I# the. ait-itude Altea of 00mrat4f to14. (or) io

dapab.ttty wi iUa thoe iaotm4tLott (0ttep 4,61 ftore0 i). Nrtcwr e~t
t~ bea ~a~hL~t~ fllo, r stwp ? at the cA~tr4&koa". iA actors
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'(-DISGUS'310N

By completing th~e anslyi~es and comparing the various tables, the
f ollowing observatior's can be made (Step 7, Figure 1), Given sufficient
;advance notification and asnum~ig the fire team is not "busy" (ioe., team
is "ready for action" and is not currently in a potential. engagement
situation), they have an opportunity to use as many information items on
air tracks as are available. The air track items considered are target
position, early warning identification, heading, wing type and speed. To
have successful engagements, the STINGER team needs advance notification of
An air threat. Shoulderir'g the weapon and making final assembly actions
take about 10 seconds (Chaiken, 1976). One major determination of the
STINGER lIFE task analysis was that advanice notification is almost essential

* tn have the weapon shouldered and readied in time to complete engagement
activities within the weapon frontal engagement zone (General Dynamics,
1.973'N..

The collective desired priority of information from the Ft. Hood
survey is given in Table 2. For the information items, almost 80 percent
(71/90) of the respondents requested position, identification, heading,
wing type, raid size and speed, as well as the engagement priority (see
Table 2). The timeliness (i.e., rate of recurrent use) of the information
was requesý..d to be either in sec~nds or minutes. For the six target items
combined, there were 76 requests for updates to be ir seconds, 37 requests
for updates to be in minutes, and 9 requests for the )jdates to be in hours
or days, the latter which appears quite unrealistic. There was a total of
122 timeliness ratings available for the combination of the six items,
indicating about a 93-percent ([76+371/122) request rate for timeliness in
seconds or minutes.

Various considerations were made to genn.rate a list of Informuation

requirements . The list of minimal SHORAD fire unit informatiett
requirements is presented in Table 11. Under mission and early warning air
track data, the information items are listed in relative order -5f priority.
Under the engagement air track data, the information assumes that the track
is within detectton range and ttems are listed in the general order of
usages

One critical aspect of this evaluation which has not been previouely
considered is the quantity of tracks which should beo preasented to the fire
units. The quantity of tracks is directly related to the infrmation
theory concept of channel capacity. Uinder a separate effort, the Air
Defense Team has addressed this issue. The resulting ionclursion was that.
sel.dom would a fire unit have more than 13 aircraft within a 10-kia roduiu

of its position. The design limitation of up to 15 simultainooug track*
should be dtsplayed, if there i.s a highest priorl. rc ~d~to
(xICO, 1984). The priority indicator st ould serve wq wi i omdiated cue to
the operator to single out that track, (Blinking of the track Symbol is
the recommended coding for the priority indication, tOD-STD-1477, 1983).



"TABLE 11

Minimal S'iORAD Information Requirements

Hission order

vleapons control status
State of alert

N PTL and sector of fire
Communications procedures, CEOI
POL/Ammunition supply points
Threat, defended asset, unit supported, friendly

elemertt location

-*i Air defense warning

,Early warning air track data

"Position
identification
letading
Raid Size

Eagaget~iat air track data

Kgtwst priority threat
Range~ (to or out of weapon raopW)
P'ok.tive ideoticattoo (h%#ed ao 4ny ava-lohl *oura)

Wa'4Pb n iorftattock (atwlo1  utttioti, c-
* ~~I~~Figt profile ic /otu~ eooiang)

- 1 4 4 .



As indicated previously, the information is highly dependent on many
situational factors. One factor which may have critical importance is the
percentage of unknown and friendly tracks during battle. If past tracks
have been predominantly of one identification during a series of past
engagement situations, then this will affect the expectation and perception
of later identifications. If the percentage of friendly tracks has been
and is currently close to zero, then the fire unit personnel might venture
to take a riskier approach to all engagements, i.e., they may relax the
criteria they personally use to make their decisions. On the other hand,
a soldicr may take a more conservative appro:ých and have increased
S..... atio o . riendly aircraft if no friends 4uve been in the area.s

One approach to study the variable decision process may come frotA
signal detection theory (Tanner & Swets, 1954; Deatherage, .972). Signal
detection theory has applications for evaluating differences between
systems as well as among observers. The approach takes into account the
probability of correct recognition and the false alarm rate at the same
time. "Signal-to-noise" ratios are determined under a set of
circumstances, and plota of receiver operating characteristics are made to
determine the response bias of the observer or the system. The theory was
developed to address the question of the detection of a signal in the
presence of noise, and it is unclear whether the approach can address the
SSHORAD identification process. The three categories of identification
(viz., hostile, friend, or unknown), rather than the simpler case of
signal versus noise and the multiple factors which go into the "positive"
identification process, would be more complicated than "traditional"
signal detection. The decision-making behavior of individuals is highly
variable. One way to obviate the potential problems this inherent
variability characteristic has is to provide reliable track data from
sensors. Until an improved sensor is fielded, the reliability and
availability of track data are tenuous.

"In tha meantime, suggestions for reducing the amount of track datu
for the Rnhanced StSCS voice-toll OADEW net have been made. Because of the
results of the RhELADS-I study vhich indicated that the Air Battlc
, aagement Operations Center (ABHOC) introduces delaya, errors, and loss of

' t•informatioa in the rraosmitsion of track date to the tire units, thorn is
3 wed to ,wdity the A8MOC operations (Faiiesee, .myth, & 8lackmer, 1983).
One of three ooggiotioans which Nis been wado rduceas the length (throuSgh
the rewoval of contant) and formait (I thd SHOPAD track messages (F'aleaCA,
ON9),4), Te mod~iad versioaa of the tacAk waoages wre ddoped to have

Aim•• i•ted tKtrditif ke.g., tho uoe of "New Track" in pice- if "ltitial
Truck, WnitWt Track"), 4od tho informtttoo itors w•er chaongied to cootain
only Cho folloving; (1) thei ty~lt of ttAck otiooogt, (2.) tho tdertif ietioa,
arklr it t v diiierot from uokttowti, (0) tVe potaition 4tad ()the track

!|ZZ

dt i5 ot



Those items which are most likely to ovperload the fire unit during an
engagement are (1) excessive early warning air track information unused
because of ongoing procedures and decisions, (2) excessive, time in a
Lbattle station" state of alert when it could be relaxed, or (3) excessive

numbers of conditional criteria for engagement, ioe., rules of engagement,
varying due to battlefield geometry, sector of fire, or excessive criteria
for hostile acts. Excessive air track information can stem from too many
track reports or too much information contained in the report. The spe-
cific information processing. "channel capacity" was not computed because
of the complexity of the data relative to other applications of information
theory, the continuous nature of the items and related difficulties in
determining probability of event occurrences. Complicating factors for
using multiple engagement criteria are the load on recall and the speed
stress of performing in a fast-moving battlefield situation..

An early notification to the approximate position at Lzack acquisition
has been shown to increase visual detection ranges, however a combination
of weapons control orders and an air defense warning indicating the
imminence of attack may be sufficient information in some cases. At least,
that has been the opinion of some of the Army (Fallesen, 1982). The
belief held by some is that as long as a fire unit has an assigned primary
target line, search sector, air defense warning of red (ar yellow), and a

*weapons control. order, they will1 be able to succeed in their mission and
that specific cueing level target data are not required. This is contrary
to some who contend that alerting and cueing data are needed on specific
targets. There is some objective evidence to support the contention that
data of cueing accuracy improve target detection. If position information
is given with a fair degree of preci-sion (i.e., a range window of I km and
10 degrees in azimuth), there is an operational gain, of about 15 secoadzi
or 700 meters over an alert-only cendition for small, fiarly slow-mcoving
targets (viz., 0O1-38 with a 1-meter cross sectiont, traveling about 90
knots) (Fallesen, Kurtz, & Fry, 1982). The conteritioa that MIJ air
defetise warning, and weapoos control orders are suf ficient is an
oversimplification of the covqbat conditions which are affecting the
operations and tasks.

RECOKNDNtAT IONS

T1W Eidtti~ eenre here re td' oai ourvey dat~i md .nnttca

odgmenrsu. There to A lack of Alteruaotivo techniqueN which could W~ -uses
crooor valdarte thi ný mntlfs ~ mtthk-4 to valid,%co antd exto

44the luin g to cooduc.t -,Ad ito1 intorviews andt ourvtys of 'xot
proiittorg ood comknoq Tlt, i4vaya c~oudd Attem~pt up rttitio, the

knovieadge Ab~ot tht, iO Aort4 l taxotnnay, Pate 'rog of itifortkAtton .e g *4od titidtt the W~OV04ilon Mquro otst. The oxbjecvity 4C this
ourvoye 4 app oach, as uteil atha tondutod4 t Vt. Hood, 0* 1.sýth A
Otrooth acnd a .okoeog.. It io vorthwhiloe to obtain tho co1e-eivel
jougewnt#sn adesreig of the Applicoblo popolition, Wlt sOjetve datigma
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One means of addressing information requirements is to apply
information theory to the measurement of information usage and apply mental
workload methodology to predict information overloado The use of
information theory, workload methodology, and signal detection theory in
addressing the applied nature of SIIORAD fire unit information requirements
would take considerable theoretical and practical work to perform
evaluations under "realistic" situations, yet with the criterion of
maintaining experimental control.

An alternate approach, which is more applied but less direct in
addressing the information requirements issues, is-.one that the Air Defense
Team hae taken. Data to address the requirements issue will be obtained
indirectly through "part-task" studies of the performance of gunner crews
w'.th prototype display equipment. Subjective opinions of the equipment
operators will be collected and will provide additional information to that
collected during the Ft. Hood survey which was limited to conceptual
evaluations. The intent of the proposed studies at the level of the fire
"unit is to determine how individual information items which could be
presented through an automated SHORAD C2 system (ADCCS ?O, 1984') are beat
presented to the individual. Questions of presence or absence of
information, timeliness, quantity, priority, and format will be addressed
to see what particular presentation formats will enhance or degrade
typical effectivepess measures, like range of target de-,.ltion.

Studies are being planned to evaluate alerting modes, display
alerting formats, cueing resolution, initialization of the display device,
and the effect of symbolic landmarks. An analytical effort is being
conducted to determine the quantity of targets to di-pzay., add follow-on

-.,,efforts will consider the information modality (e.g., through-the-sight
4 diaplay vs. audible display vs. man-portable computer display). The

"part-task" evaluations will lend to the consIderation of Informatioa
requiremsnts aad to reeommendations for an integratod design. The
objactive is for results from the partial display atiies to provide
predictions f.hout integrated design and system performccnt, aod to refine
methodology so further closure can be obtained on informattoo
requirements. For now, the proposed Si|ORAD fire unit information
requiremeets are suggested to toclqde -the items in Table It under the

ktiýegories of mission orderi, dr (Wenuo warnaig, early varning'air track
daat, and engagomewt atr track dara.

4'
4'
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DISCUSSION OF INFORMATION TAXONOMIES

Awareness to the importance of the information elements of SHORAD has
been a recent concern of USAHEL. In the third quarter of FY83 an internal
working document, Air Defense Team Research Plan for SHORAD C2 , indicated
that the fire unit information requirements should be identified as the

11 initial step in research to develop fire unit SHORAD C2 control and display
A concepts. A preliminary determination, intended to be all-inclusive of

fire unit information (as opposed to selective, reductive) was generated by
round-table discussion.

A framework was proposed to organize the information elements as (1)
..4 target information, the threat or stimuli, (2) weapons information, the

response capability or posture, and (3) the combat environment, the
situation. Table IA lists that preliminarv sour"e of information.

Table IA

Preliminary Fire Unit Information List Developed by USAHEL-AD

Target informartion

Azimuth Number of aircraft
Etevition Track designator
Range ED( jam=ing
Speed vector Target signature
Identification Threat priority

Friendly aircraft

We-apon8 tnformaton

Dk-vetit'c Ibt ty Y Egage Ab i1tltY
FPri mtary tadrgrt liftwo ctor ot tire

Co or t •tnon t tion odrwwAntnag

Wieaani~Coflrolordr rr 4fad varntng ardcc
Altr 4,oftoc itertiln ""nt prtarity
Air corrldera VF# cod

t4?a4hI t4t~t uft gtg

AtP cit C$$Cr4(L$ t i, V4t

n*_i4ltg atb0 ctit~lcai m-tq;rp ýf l~floruatto -n rt (Eg reouet
th. SHORAD C' . * I to V Ci VP go
.4 ehaned. ~(C* Ic. k tehni-il iiportrontractot (a t$ARKI. An DA

ept~~eis (a~ttk.4~ dqctrntccŽV4 g 4,d t peo th int

provide cnCt~ t#e.~ rpý. (A techtlret #ippor( c'nttactor in hnnaci

jg4&c4 necess-et and prwi ivb 4eiatal41 Cnntents 'at the(44Oh.



The development or standardization of an information taxonomy was
judged important for a number of reasons. A taxonomy provides a standard
framework to work with to make references to, and to add and dtilete
information as necessary, For example, in human engineering it can be used
as a checklist for designing a system to display information. In modelling
it can be used as a basis for developing a model and for describing its
completeness. A taxonomy provides a hierarchical categorization so that
relationships between elements can be seen by their location in the
taxonomy. The taxonomy can generate ideas about what should be included.
It organizes information elements so that different items are placed on
similar levels of specificity and type.

Taxonomy Developmeat

Additional taxonomies were provided by Essex as other potential
classification schemes in a draft report (Bdnel, 1983). Essex contacted a
number of sources to develop the taxonomies. One source was X4CO. The
taxonomy resulting from that discussion was based on the echelons of SHORAD
(Table 2A).

Table 2A

Essex Taxonomy I

Fire Unit Platoon/Section
Alerting Alerting
Cueing Cueitg
Identificatio. Ident if icat ion
CZ C2

VC0 WCO
Air cfntta v~rteift Air (kott vrit

*f1ro. reo/ditributioo
otht-r cotftmnd jojorw 0te -ttd~~owto o-

1'4ttqrY attgioq

4'

At-t ct,44t
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A second proposed taxonomy was developed based on discuseions with
DOTD, Pt. alias, TX (Table 3A). -

Table 3A

Essex Taxonomy II

Detection- Alerting, Cueing
Identification- IFF, visual
Decision- Engagement rules, doctrine/tactics
Action- Engage or not, next move

This taxonomy initially appears appealing due to its simplicity and
brevity, however, it is oriented to task elemets or functions within an
engagement situation and not directed to informatiop.

The outline of a third taxonomy was proposed based on tunctional areas(Table 4A).

Table 4A

.S Essex Taxonomy III

Operationas

Control of fire
ROE

Hostile criteria
Targot 4tgttt5etit

atigprotedurns

?raqutlotais a

A4~iniutat inn

nietvnrk g1q Which thctnfqnr4tiosi ttAs traoapittad. *tt-4evat 0ot .411

ittf~t'atln ativotoIsi procecsmi, )_aed~ i~e, the tactt~rw in' Tahlo U. Uf4Žte
the efthott v-as_ coftpleted,, the tackvi; uM t-ftted for sc--vetal teso.%e 'At

Chot~aa4 asth~at Ow- AIDCC$ OWl) r easegd a dra4ft s ti'hc rttýe
SUioRAP C~ !ystee (ADDCS go, ;Thk vith thtit OVA arganIzatinn of
I taoruat Loft.



TABLE SA

Essex TaxnIosy IV

- -S
Basic Factors for Charscteritiag Inforsatioc

Generator or source
Trasnmitcter mode-

Relay
Receiver
Display made

As a result of the XNCO tasking to: an operational.-utility review of
the USAUK•t-AIJ taxonomy (Table IA), several comsents vert offered. XMCO
suggested detailing who needs the information, e.$., the gunner, the team
leader, or the observer. Additioal.t infrastion was added and preliminary
discrimination of the import&nce/priority of the information was made. They
did not feel it necessary to change the basic organ•zation of tbe taxonomy
(TabLe 6A) (X•O, 1983).

Table 6A

X1$CO Modification to USAHEL-AD Taxonomy5

Target information

Azimuth or coordinitee* I Data source 2
Elevation or alt$t;q I Priendly atrotytocstlion a
Range ensosr correlsttom 2

.4 ~etllcttnI Aircraf t cyWc 2
4Track doolgaatot I &MNr of i.ft2

-Thrvit priority . I Tasbjst aignsacsrn

-4T W Ve ~ V f, P-44.ivA

ctszi t~to *-P~ IT Utgn;'t4VAV~

Asse latrtIlr 4* .N*

tt*it

IV.V ';. •-a4 • - I At's-q •• '4, - -•
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ADCCS Inf ormation Sets

&P.t the time Lhat about 111 information sets were intndtuced for the
MiO&Af C2 systemj, it was unclear wOy the* sets weree doveloped as they were.
Te eleme-nts were not organized into "chunks" of infor-mation which could
enhance recall, unde,.stan-dab.1ity, and utiliiy from the users' perspective.
Pesoible reclassification schemes that werz. considered were basd nth

4 infurmation in Table 7A.

T~able 7A

A Taxonomy Schemes for the Su{ORAD C2 Information Sets

Information type (ADCCS i'MO)
Procedural interection (Essex :axortomy II) )

* ~Information transfer: Automatic/zanaual transmission,
processing, request

Systems approach: threat, weapon, environment (USAREL)
Information organtzed by echelon (Essex/XKCO taxonomy I)
Timeliness requiremonto
Funettoast: Operations, communications, administration,

logistics
A Target data, comamand orders, unit status, onamy intdlligenco,

NBC conditions, cninmuntcationu weuriry, battlefield location

It was docided chit the, ayatoma 4ppkro~ch coMbined with the, tattefr
- s0w-fchm ;ýco-ld be ~iottal "- 4 atictenshena. Other charecrerisAtic
* ditaornsiona isuch as ti~t~latsg could W tncorporattd Late 04e taxonomy a

a;Oo The C'OfttootL$ of Chi. -4O1~Y 4'0 4044d 1&~l nteitrnte
- ~ ~ ~ !l 411 4440)M4tO4 9wYsT-1 Wn theSoRA rt- udtap~f (HI1S

pouAr Mgs-h-Ortor eaqkoortos wevro 4r--0, *odtfrlfag tho ;ýroivouo UsAiWI

'A WtoLtcC htr-Archy. t~tfgtrntmiott itofes %pore ~tlid noltt~

The vapettAndz Provides ak Qgateory OhiUh thig U#itr ýt.4 ask dbout hit O-vn
* ~ ~~tnit nt a4y~m pplyin to U1 t4~/#od h ta?4,ft/thrt4t. :.4tegoty
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TABLE 8A

ReclaSsification of the SHORAD C2 Information Sets

(Numbers in parentheses correspond to the information set
-numbers iii Appendix II of the SHORAD C2 System Specification
and -identify it as SHORAD C2 system specific set of information.)

I. InfOrmation transfer
A. Data management (17)

Unit position request (14)
Acknowledgment/compliance,

II. Waapon/unit
A. Weapons control

1. AD warning (1)
2. Weapons control order (2)

ý-B. Mission
1. Movement order (27)
2. Sensor management (3)
3. IFF/SIF reporting code (28)
4. IFF/SIF effective code (29)

C. Unit status
1. Unit operational report (4)
2. -Supply and equipment status (9)
3. Summary unit status (26)

III. Air track/threat
A. Air track

1. Air track report (4)
2. Track management (15)
3. Air track identification report (03)
4. Kill report (6)

IV. Combat environment
A. Battletield geometry (8)

'1. Data link reference point ,DLRP) (16)
2. Unit posidoni report (18)
3. Pointer (7'

B. Intelligence/emergency messages
1. Warning reporc (19)
2.- NBC-1,2,3,4,5 (1O,21,22,23t24)
3. Effective downwiod mssage (25)
4. EmevgM-cy acptivityreport (18)
S. E~CM Intercept (5)



Table 9A

Addition of Iniormation Items to Inforastion Sets from Table BA

I. Information transfer (initiate requests and provide responses)
A. Data management (17)

Unit Position request (14)
Acknowledgment/compliance

*I. Weapon/Unit
A. Wapon control

1. AD warning (1)
2. Weapon control order (2)
3. Other weapon control mwasures

B. Mission (OPORD & FRAGO)
* - 3. Movement order (27)

a. Location
b. FTL
c. Sector of fire
d. Supported unit and type of support

2. e. Rules of engagement
2. Sensor management (3) (Sgt York)
3. IFF/SIF reporting code (28)
4. IFF/SIF effective code (29)

4 C. Unit status
1. Unit operational report (10) (operability and

engageability)
., Supply and equipment status (9) (rounds remaining)
3.. Summary unit status (26) (used by higher echelono)

D. Fngagement conditions
1. beapon orientation

N. 2. Concealment, detectability
3. Rounds remaining

E. General information
1. SOes, doctrIne, hostile criteria, etc.

111, Target/threat
A. Air track

". Air trsao report (4)
a,
coordinates
b. Idsntziticaon

c. Ias atyp
0. xaid sAize

t.Spood

btraeik M4ftd"";f*4M (05)

got Mrttlrseloptd~rtct ke,5t,1

b. rae doiwvlottor

tv. ~ ~ * tobkvw ptetat

(4 A. ba~0t~ltistst entr W

Ott totVr44to. 4t-'*kt4UR 040Qttot4o st
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The system specification provides a requirement for the maximum -'

transmission time for the information sets.-. The sets fall into four
categories of required speed (3, 10, 30, and 64-second maximums). Table
IOA indicates the ordering. Listings within categories are alphabetical.r-_

Table IOA

Rankings of System Specification Information Sets by
Transmission Speed Priority

Speed Information Set
"(Seconds)

3 Air tre':k
3 ECM
3 IFF/SIF reporting

10 Track management

30 Air defense warning
30 Air track identification
30 Pointer
30 Sensor
30 Weapons control order

64 Battlefield geography
64 Data management
64 DLRP
64 Effective downwind
64 enemy activtty report
64 IFF/SIF selective
64 Kill report
64 Movement order
64 NBC 1,2,3,4,5
64 Reportiag uat poottion
64 Summnary unit
6'. Supply 4od eqaipmant
64 Unt opOrational rtport
64 W-Arniag

"-4
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USASEL SHORAD FIRE UNIT QUXSTIONNAIRE

The United States Army Human Engineering Laboratory (USAHEL) is the Army's
lead laboratory in the assessment of the soldier-equipment interface . Our
purpose is to increase the efficiency and ease of use of Army materiel.

The purpose of this questionnaire is to improve a new short-range air
defense command and control. (SlORAD C2 ) system. The laboratory is working
currently on the design of this system. It is very important to find out
how you think the system should work. Your honest opinion is essential.

-At the fire unit., the SEORAD C2 system will provide a device, similar to
the TADDS, but with greatly improved reliability, capability, and quickness
of operation. In addition to target location and identification, the
system will be able to display other importatit information in written or
map form. Also, the device will allow two-way communication by data or

- digital link and will replace much of the voice radio transmission
currently required.

At the radar, one of the purposes of the SHORAD C2 system will be to enter
target data into the system.

At battalion, the associated devices will have many command purposes and
capabilities.

Each question should be answered according to the instructions. All
answers and personal data provided will be treated with regards to your
privacy in accordance with the Privacy Act of 1974. If you have any
questions, please ask one of the questionnaire administrators for
"assistance. When you have completed the questionnaire leave iL with one of
the administrators.

1. Length of military service: year(s) month(s)

2. Rank: 3. Primary NOS:

4. Number of years and mnths in primary NOS; __ jr(s) mooth(s)

5. Additional NOSe (if an7y) . Age.

7, Check tle highast tlvel. of education completed.

- lich grade or W.low
* ___ Ittl;h school diploiA

'______Grad-iate equivaiency degree (GED)

._ 4 CoL lege degree

44



8. Check all of the following which apply to you:
__.-..,--- Have played video games

Frequently play video games
___ Have taken computer course(s)

Rave had some experience with a home computer
___=__Have had a lot of experience with a home computer

Have used a computer some of the time in my work
_____Have used a computer much of the time in my work

9. Place a check mark by those items of information which you must know to
complete your combat mission. Place a question mark "?" by any item
which you do not understand.

Target position Highest priority target
. Target speed Warning report

Target heading MOPP status
Target identification Ammunition resupply point

_'" Target type POL resupply point
_____Kill assessment

"Raid size or number of aircraft
Track designator
Engagement priority
Jamming or electronic countermeasures (ECM)

____ Map location of weapon
Number of rounds or missiles remaining
Primary target line
"Sector of fire
Area of operations
Weapons control status

____Air defense warning
_____Defended asset

-- Priority of assets
Air corridors
-Weapons engagement Zone

-. Identification friend or foe (IFF)/selective
.4 Identificatkon ieature (SIF) codes

Communicuttons-electroutcs operation instructione (CE0I)
NBC report 1-3

- .Firing doctrine
- 1Rule* of engagerment

000tido criteria
Enemy activity report
M,,ovemnt order and mitsstoji
Kiap data, includiUi mwmsaead object*a (roiads, buildigo,

bridges)
battl lines lad oiwr battlefelde oometry
State- of alert

:4
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10. Of those items which you checked in the q-estion above, list the 5
most important Ltem in the first column below, List them in order of
importance with I being the most important, 2 being less important,
end so forth.

Then for each item indicate how often you would use the information.

Continuously- Immediately- Occasionally- Infrequently-
every few every few every few every few

Items seconds minutes hours days or weeks

f!

2.

3. _ _ _ _ _ _ __ _ _ _ _ _ _ _

4. _ _ _ _ _ _ _ __ _ _ _ _ _ _ _

5. ~ - -

**In the follow:ing section, ci.rcle the letter of the best answer or fill

in the blank.

11. How would you like to have target position represenLed?
a. Target range and azftmth (compass heading)
b. Target's geographic coordinates
c. Otler (pleaGeO-pecify) ......

U ndecided

14.. How would you like to have target altitude represented?
a. An elevatiot it degrees
b. An altitude eateigory such as high, _medium, or low
c, An altitudt-midtag (weers or feet)
Ai. Other (Pleeee *o(eif')-

0. Undecided

13. Which c~atogory of Identif teattoo. do. yo4u Profor?

S•~~~~. Hosil, pro leod, hunknova¢ iete •n~
b. oulivv, hoottl, all I*tt~rs

Sd. Soae of the above

'4

14. Rau do you Vetut torgato to be 0class1ifod?
,*. Jet, p~ropdlr, holicoptor, otootle, twkncwa
b. FixK.d vtag. rotary~ ving, atestle, u~k~ovtc4

d. M ~ae of the above

1r6



**Answer the following questi•as assuming that you have an automatic
display capable of showing target position beyond visual range.

15. How wolild you like the air battle picture shown?
. a. The single most threatening target

b. The 2 most threatening targets
c. The 3 to 5 most threatening targets
d. All hostile targets
e. All hostile and unknown targets
f. All targets (hostile, unknown, and friendly)
g. Other (please specify)

16. If the map display device i-nicates the highest priority target, how
often would you like the priority determined?
a. After engagement was completed or called off
b. Sometime before engagement is completed
e. Every . seconds (fill in the blank)
d. Undecided

17. What method of display target movement do you prefer?
a. The target to move when the radar has updated the uew position
b. The target to move continuously as predicted from the last known

position, heading, and speed
c. Other (please specify)
"d. Undecided

18. Out to what range would you like to have target information supplied?
a. 10 km
b, 15 km
c. 20 km
d. 30 km

Se. 40 km
f. Other (please specify)
*, Undecided

19. Answer the following 4 statements by filling in the blanks.
a. I va=t to know thAt a hostile or unkwwo target is present when it

Sis km away
b. wL sant to know that a frioadly aircraft is present when it it

;• ~io V.,_ * w ay

c. I wsot to kom the enaxtt position of 4 hostild or unknora target
Vhqn it io ke avay
d.Iwant to kf%;w 0h **MCC Posit ion Of a friendly 4kircraft UhQA it

is km away

'F'



20. What target position accuracy do you want?
a. To within 100 a (1/10 kin)
b. To within 500 m (1/2 kin)
c. To within I km
d. To within 2 km
e. To within 5 km
f. Other (please specify)
g. Undecided

21. Which statement do you agree with the most?
a. I want to know the positions of targets only within my primary

sector of fire
b. I want to know the positions of targets within my primary ot

secondary sector of fire
c. I want L know the poottion of targets within or near my weapons

engagement zone
d. I want to know the position of all targets
e. Undecided

S22. tkow would you prefer to receive target position information from

beyond visual range?
a. From a display m8
b. From voice commands directing or pointing to the direction

of the target
c. From a display map shown within the weapon sight
d. From tones, beeps, or uther sounds directing or pointing to the

direction of the target
e. Undectded

23. Whae a targat is outside of your viaual raWg, u-lich Would you pwe
for alerttng?
a. Know only the estimated time of arrival
b. Know oly the general direction of approach
c. Know both ttw cstimated time of arrival and the gernral direction

of approach
d. O(ther (please oteey)
e. D o (w at to know sAything about this tytw of target
f. tudicj 4.,- dd

A~AS
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24. Where would you like to have your position located on the display?
Refer to the diagrams found below.
a. At center of display map b. At top or bottom of display map

+I I I I j
+ OR I

S. , . . 4-iI+

c. In corner of display map d. At either side of display map

I I ÷ I
+i +OR I I

e. Other (please mark wIch an X) f. Uudecided

25. How would you like the display map to be oriented?
a. The top of the display map should always represent north
b. The top of the display map should always represect the PTL

Th. Te top of the display map should be changeable to one of the
four compass directions (east, wst, north, south)

d. The top of the display map should change direction as the display
"box" is pointed to different directions

e. Other (please specify)
f. Undecided

26. About how large wuuld you like the display area of the map device to
be?
a. 4" x4-
b. 6" x6"

•,, C. 8, x 8-
"d. 1O" x 10"

v . ther (plea~espciy

. plaia wahy you ,ho.a0 the i you did,

-it

-A G , . . i a c h e o

:. i ache a

26. Qwt is the tuaim veight that the cap display device should be?

-z-; 0d4t



**There are different ways of broadcastiLng voice messages. Two examples
of reporting initial, update, and scrub messages follow. Read the
example and answer the following qustionas.

EXAMPLE A

Initial Track, Initial Track
Unknown
At Legion Three, Four
Heeding Southwest
One (optional)
Jet (optional)
Track Designator: Alpha Zero One

Track Update
Alpha Zero One
Now at Kentucky Seven, Eight
Heading Southwest

Scrub Track
Alpha Zero, One

EXAMPLE B

'" New Track
. (identificatioa only reported for positive hostile or friendly tracks)

At Legion Three, Four
Track: Alpha Zero. One

Update
Apha Zero, One
At Kentucky Seven, •ight

*. Scrub
"Alpha Zero, One

29. Which examp',e would you prefer to use?
a. Message format A
bb. "message format R
c. Undecided

30. Which eaplc would be quicker to broMdcaat over ra•dio?
a, Hessage format A
b. Message form#t B
c.. No difftreace in quicknars
d. Undecided

N
£.90

- __9
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31. Which example would be easier to understand?
a. Message format A
b. Message format B
c. No difference in ease of understanding
d. Undecided

32. Which example gives the information which you would rather hzve?
a. Message format A
b# Mousage format B
c. No difference in information
d. Undecided

33. What do you think is the biggest problem related to SHORAD command and
control? Explaii.

34. What do you think is the biggest problem related to air defense
artillery (ADA)? Explain.

35. If you have any comments about this questionnaire, please explain.
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